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Frodsham Primary Academy

Ship Street

Frodsham

Cheshire

WAG6 7PZ

Dear Parents/Carers & 01928 249 840

_ _ _ frodsham.office@wpat.uk
Social Media use outside of school

We are writing to advise you of a few concerns that we have regarding children’s use of social
media outside of school during evenings and weekends that involve some children from Year 5
and Year 6. There are several groups of pupils using social media to be persistently unkind about
other pupils over platforms such as Snapchat and WhatsApp. We understand that this has
included both sharing unkind comments about pupils and memes of the pupils. This is leading to a
lot of upset and polarisation of some pupils within school and is not in line with our school values.

Most Social media apps are for pupils 13 years and over. If you do allow your child to access
social media, we ask for your vigilance. Just like their interactions in person, online interactions
require supervision and support. What is right will vary from family to family but some strategies
that are known to be successful include:

» Monitoring their phones for the apps that are downloaded

 Enacting parental controls on phones and consoles

* Reviewing the messages they send on platforms and apps — making monitoring part of a daily or
weekly routine/ unexpected monitoring and checking

* Setting expectations about what space (preferably communal) and times they have access to
devices

* Encouraging them to share or discuss with you what they are doing.

Whilst we appreciate the benefits (and prevalence) of these forms of communication, many of our
pupils are struggling when any problems or conflict arise as a result of what is being shared. We
are asking for your partnership in dealing with this, as this is happening outside of school.

As a school we are responding to this with additional teaching during Computing, PSHE and
Wellbeing lessons and in 1:1 conversation and teaching opportunities as they arise. | have
encouraged children to share any inappropriate messages with their adults so as parents you can
see who they are communicating with. Please also find attached a helpful guide on settings for
various apps. Thank you for your co-operation.

Kind regards,
Mrs Callaghan

Head of School
Frodsham Primary Academy

@ Part of Warrington Primary Academy Trust| Together we forge our tomorrows @
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EVOLVING SCAMS

WhatsApp's popularity makes it a
lucrative hunting ground for
scammers. Recent examples .
lncludetroslng as the target's child, ™~
reques nsfer
because ofas
Plus a scam w
g{?ger a verification message by

pting to |Ow’l;l to your account,
them as WhatsApp) call or
text to ask you to repeat the code

back to them, giving them access. W .
-y
To start a chat, someone only needs
the mobile number of the Whats.
user that they want to message.
your child has ever given their
number out to someone they don‘t
know, that person could then
contact them via WhatsApp. It's also
possible that your child might be
added to a group chat (by one of
their friends, for exam, containing
er people that they don’t know.

WhatsApp's connectivity and

ease of use allows news to be shared
rapidly = whether it’s true or not. To
combat the spread of
misinformation, m

forwarded more than five times on

the app now display a “Forwarded
imes” label and a double

that the message they've just
received is far from an original .. and
might not be entirely factual, either.
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EMPHASISE CAUTION

Encourage your child to treat unexpected messages with caution:

get them to consider, for example, whether the message sounds like
something a friend or relative would really send them. Make sure they
know never to share personal details over WhatsApp, and to be wary
of clicking on any links in messages. Setting up two-step verification
adds a further layer of protection to th atsApp account.

ADJUST THE SETTINGS '

It's wise to change your child’s WhatsApp settings (go to ‘Privacy’,
then ‘Groups’) to specify which of their contacts can add them to
%;oug chats without needing approval: you can give permission to
y Contacts’ or ‘My Contacts Except ... Additionally, if your child
needs to use ‘live location’, emphasise that they should enable this
function for only as long as they need — and then turn it off.
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Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and cyber
safety policies for schools. She has written various academic papers and
carried out research for the Australian government comparing internet
use and sexting behaviour of young people in the UK, USA and Australia.
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" ‘VIEW ONCE’
CONTENT

The facility to send images or
messages that can only be viewed
once has led to some WhatsApp
users sharing inappropriate images
or abusive texts, knowing that the
recipient can’t re-open them later to
use as evidence of misconduct.
People used to be able to screenshot
this ‘disappearing’ content — buta
recently addec atsApp feature
now blocks this, citing increased
privacy.

CHAT LOCK

Another new option allows

users to store certain mes: s or
chatsina s rate ‘locked ¢ i
folder, saved behind a passcode,
fingerprint or face ID authentication.
The risk here is that this function
creates the potential for young
people to hide conversions and
content that they suspect their
parents wouldn’t approve of (such
as age-inappropriate material).

VISIBLE LOCATION

WhatsApp's ‘live location’

(' feature lets users share their
current whereabouts, which can be
helpful for friends meetln% up or
parents checking that their child’s
safely on the way home, for
example. However, anyone in your
child’s contacts list or in a mutual

roup chat can also track their
location ~ |potontk:lly lettin
strangers identify a child’s home
address or journeys that they make
regularly.

- Adilce for Parents & Carers
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THINKING BEFORE SHARING

Help your child to understand why it's important to stop and think before
posting or forwarding something on WhatsApp. It's easy — and all too
common - for content to then be shared more widely (even publicly on
social media). Encourage your child to consider how an ill-judged message
might damage their reputation or upset a friend who sent something to

Y them in confidence.

CHAT ABOUT PRIVACY

Some parents like to check in with their child about how

they’re using WhatsApp, explaining that it will help to keep them

safe. If you spot a ‘Locked Chats’ folder, you might want to talk about the
sort of chats that are in there, who they're with and why your child wants to
kee? them hidden. Also, if your child has sent any ‘view once’ content, you
could discuss their reasons for using this feature.
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